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CGH supports the following types of remote access. Security concerns mandate CGH standards.

RAS  - Remote Access Service into CGH

pcAW - pcAnywhere through RAS to the Application Server

pcAW - GW pcAnywhere Gateway

Frame Relay - Frame Relay (Expensive)

Direct Modem - Direct modem attached to server through a security switch.

For this function Server must be in Computer Room

User Procedure

From the vendor Reference below determine what type of Dial Up Support your vendor has setup with CGH. Included in the table are the Usernames to be used by the vendor. If it is outside of normal business hours and this is an emergency, follow the procedure in the System Use Guide for contacting Information Systems (Communicating with Information Systems and ISRs), otherwise follow the procedures outlined below with the understanding that access may not be granted until the following business day. Read the Notes for your Vendor
If Dial Up support for your vendor has not been set up do a Service Request that includes vendor Contact Information and preferred type of Dial Up access.

1. 1.      Vendor or Appropriate User will send Email to Help Desk IS Modem (HelpDeXXXXX@CGH.ORG) requesting Modem access.

2. 2.      Vendor or user will include a brief description of the type of maintenance or the task to be performed in the email to Help Desk IS Modem.

3. 3.      Review the Special Procedures below to determine if additional action is required for your vendor.

4. 4.      The IS Vendor Dial in Procedures below are performed by IS. They are included for your reference.

5. 5.      If access is to the user workstation, the user must start a pcAnywhere session in host mode.

6. 6.      Once advised of the vendor username & PW, advise the vendor of their username (ZxxxxxSUPP), password and the CGH domain name (CGHXXXXXXX).

7. 7.      Advise the vendor of the dial in phone number:

a. a.      RAS: 315-492-XXXX
b. b.      pcAnywhere: 315-492-XXXX (Gateway)

8. 8.      Advise the vendor of the server or workstation name they are trying to connect to.

IS Vendor Dial in Procedure for RAS, pcAnywhere to Server, pcAnywhere Gateway, and Frame Relay (Performed by IS)

1. 1.      Email to Help Desk IS Modem is Fwd to appropriate DP staff

2. 2.      DP staff will Change the Account expiration of the appropriate User ID (See Table – Midnight of the same day)

a. a.      Start, Programs, Administrative Tools, User Manager for Domains

b. b.      Double Click appropriate ZXXXXXSupp User ID

c. c.      Click Account

d. d.      In Account Expires "End of" Enter Date (not to exceed 48 hrs without MPR approval)

e. e.      Reply to vendor or User Email That Dial in Access has been granted. BCC Other DP Staff who receive Help Desk IS Modem Email

3. 3.      IS staff will copy the request email with a description of the maintenance/task to be performed to the appropriate vendor folder in \\SDWXXXXX\projects\HelpDeskISModem (Put the date in the file name)

IS Vendor Dial in Procedure for Direct Modems

(Performed by IS)

1. 1.      Email to Help Desk IS Modem is Fwd to appropriate DP staff

2. 2.      DP Staff will Change the Modem Switch to Enable the appropriate system

3. 3.      Log the Entry on the Modem Security log

4. 4.      Reply to vendor or User Email That Dial in Access has been granted. CC Other DP Staff who receive Help Desk IS Modem Email

5. 5.      IS staff will copy the request email with a description of the maintenance/task to be performed to the appropriate vendor folder in \\sdnXXXXX\projects\HelpDeskISModem

6. 6.      DP Staff is responsible to Check that Modems have been turned off when leaving for the day

Special Procedures

HBOC

(Performed by IS)

1. 1.      Running Scripts or other Activities where DP Work is required

a. a.      An ISR is required

Eclipsys Sunrise and Access Frame Relay

(Performed by IS)

1. 1.      When Email is received stating access is required:

a. a.      DP Staff will connect to SFXXXXX with pcAnywhere.

b. b.      Double click the Icon ECLADD.BAT

c. c.      Reply to User Email that Dial in Access has been granted. CC Other DP Staff who receive Help Desk IS Modem Email and MPR.

d. d.      IS staff will copy the request email with a description of the maintenance/task to be performed to the appropriate vendor folder in \\sdnXXXXX\projects\HelpDeskISModem.

e. e.      Set a reminder for the end of that day to turn off the access.

f. f.        When reminder comes up:

i.                                                          i.            Connect to pcAnywhere

ii.                                                        ii.            Double click the Icon ECLDEL.BAT

Vendor Reference

 
	Ln
	Vendor
	Type
	UserID
	Security
	Notes

	10
	AHI -Robot
	 
	 
	 
	Vendor Dial in directly to Robot – needs security procedure 

	15
 
	Accumed
	pcAW Gateway
	ZaccumedSupp
	NT pwd
	 

	
	Autros
	RAS
	ZAutrosSupport
	NT pwd
	

	20
	Per-Se' Ansos
	 
	 
	 
	No Dial Up setup

	30
	CAU (CGE)-Durable
	pcAW
	ZCAUSupp
	NT pwd
	 

	35
	CRIS
	pcAW Gateway
	 
	User Startup pcAW
	 

	40
	CBORD
	pcAW
	ZCBORDSUPP
	NT pwd
	 

	50
	Dictaphone
	 
	 
	 
	Unknown how currently done

	60
	Advanced Health - Dr Chart
	 
	 
	 
	Procedure to be established

	70
	Eclipsys
	Frame Relay
	ZEclipsysSupp
	 
	See above

	75
	Eclipsys TII
	AS400
	Direct Modem
	Security Switch
	AXXXXX Email to LJB why not RAS

	80
	Gaffney Routers/DSU
	 
	 
	 NT pwd routinely
Modem for emergencies where RAS not available
	Modem in place, not currently hooked up. Rec. add modem near DP doors

	90
	HAI (CGE) Pharm
	pcAW
	ZHAISupp
	NT pwd
	 

	100
	HBOC
	RAS
	ZHBOCSuppPMMPSM
	NT pwd
	AOXXXXX Changing SA pwd no longer needs to be done. HBOC has their own login to run scripts. An ISR is needed. HBOC will contact T. Field, T. Field will enter an ISR

	110
	Intersystems
	pcAW Gateway
	ZIntersystemsSupp
	NT pwd
	 

	120
	Mediware
	RAS
	ZmediWareSupp
	NT pwd
	 

	130
	MRC
	pcAW
	ZMRCSupp
	NT pwd
	Desired to create a Firewall Pinhole

	140
	Rollins (CGE)
	 
	 
	 NT pwd
	 

	160
	Telergy/TMS/KCI
	pcAW
	ZtelergySupp
	NT pwd
	Win95 PC also has caller security which is set to same as netlogon username/pwd

	170
	Thornberry (TBY-NDOC)
	Direct Modem
	Security Switch
	Thornberry Representative sends email to HelpDeskISModem @cgh.org
	 

	180
	TSI (AS400)
	MF
	Eclipsys Support
	NT pwd
	 

	 
	 
	 
	IBM Support
	Dial Out
	Special switch settings – Default ON for Dial Out

	200
	UDS
	pcAW
	 
	User turns on when needed
	 

	205
	Unity
	pcAW
	ZunitySupp
	NT pwd
	 

	210
	USG
	RAS
	ZUSGSUPP
	NT pwd
	 


 
