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Summary

1) ISA Server, by default, blocks all Internet traffic (This is not a Deny Rule). 

2) ISA Server uses Destination Sets for Web location identification. Destination sets include specific Internet Domains and or SurfControl Categories of domains. 

3) ISA server has been set up so that access is allowed only to specific destination set(s).  

4) ISA Server Rules allow Active Directory Users or Groups to get to specific destination sets.  

5) Rules are additive.  

6) Deny rules override Allow rules. Deny rules can have exceptions (e.g. A JobSearch Deny rule will have an exception for the Active Directory group InternetJobSearch )

Available SurfControl Categories of URLs

Categories marked with an asterisk indicate inclusion in the *HA-Deny No Exception SurfControl SuperScout Set.

	Adult / Sexually Explicit*
	Government & Politics 
	Real Estate

	Advertisements
	Hacking*
	Reference

	Arts & Entertainment
	Hate Speech*
	Religion

	Chat*
	Health & Medicine
	Remote Proxies (Anonymous)

	Computing & Internet
	Hobbies & Recreation
	Search Engines

	Criminal Skills*
	Hosting Sites
	Shopping

	Drugs & Alcohol
	Job Search & Career Development
	Sport

	Education
	Kids Sites
	Streaming Media

	Finance & Investment
	Lifestyle & Cultures
	Travel

	Food & Drink
	Motor Vehicles
	Usenet News

	Gambling*
	News
	Violence*

	Games*
	Personals & Dating*
	Weapons*

	Glamour & Intimate Apparel*
	Photo Searches
	Web-based Email


Active Directory User Groups

1 Domain Users

2 InternetPowerScribe

3 GRPCurative

4 GRPPharmacist

5 GRPHAIS

6 GRPCredentialing

7 InternetJobSearch

8 InternetBusiness

9 InternetFull

	AD User (example)
	AD User Group
	ISA Rule
	Destination Set - Allowed
	SC Set
	Comments

	Every User
	Domain Users
	Clinical
	*HA-Clinical
	
	Majority of surfing

	ZMRCPscribe
	InternetPowerScribe
	PowerScribe
Clinical Deny
	*HA-PowerScribe
	
	Special Needs

	Bob GrXXXX
	GRPCurative
	Curative
	*HA-Curative
	
	Special Needs

	SEIUCGH
	Domain Users
	SEIU

Clinical Deny
	*HA-SEIU
	
	Special Needs

	Beth SXXXXX
	GRPPharmacist
	Pharmacist
	*HA-Pharmacist
	
	Special Needs

	Trudy Orr
	GRPCredentialing
	Credentialing
	*HA-Credentialing
	
	Special Needs

	Administrator
	GRPHAIS
	HA-IS
	*HA-IS
	
	Special Needs

	VP of HR
	Domain Users InternetJobSearch
	JobSearch
	*HA-JobSearch
	*
	

	Risk Manager
	Domain Users InternetBusiness
	Business
	*HA-Business
	
	Non-Clinical Hospital Business

	Power Users
	InternetFull
	Full Access
	All
	
	As few users as possible

	Every User
	Domain Users
	Deny-No-Exception
	*HA-Deny No Exception
	*
	SurfControl SuperSet of denied categories as indicated in the 


HA User Group Membership

1. InternetPowerScribe

 – Access to HA-Powerscribe

ZMRCPscribe

2. GRPCurative 

 Access to HA-Curative

BobXXXXX, SueXXXXXXX
3. GRPPharmacist

 – Access to HA-Clinical, HA-Pharmacist

Department/User Names XXXXXX
4. GRPCredentialing

 – Access to HA-Clinical, HA-Credentialing

5.GRPHAIS 

– Access to HA-Clinical, HA-IS

Administrator

6. InternetJobSearch 

– Access to HA-Clinical, HA-

SandyXXXXXX     Don XXXXXX
7. InternetBusiness 

– Access to HA-Clinical, HA-Business

Department Names XXXXX
8. InternetFull 

– Access to all Internet except for HA-Deny No Exceptions 

Department/User Names XXXXX
HA Specific URLs

*HA-Clinical, AO011010, maintained by Library

4women.gov
aacap.org
aacn.com
aacn.org
aafp.org
aahpm.org
aamt.org
aaos.org
aap.org
abms.org
about.com
acc.org
ache.org
acls.net
acponline.org
adam.com
adventist.org
advisory.com
aha.org
ahajournals.org
ahima.org
ajcp.com
ajrccm.org
alliant.com
ama-assn.org
americanheart.org
amerinet-gpo.com
aol.com
aorn.org
apic.org
arthritis.org
asco.org
ashrm.org
asm.org
atsjournals.org
awhonn.org
bartleby.com
best4health.org
birjournals.org
bmj.com
britannica.com
brown.edu
businesspotential.com
ca-journal.org
campbells.com
cancer.org
capcmssm.com
capcmssm.org
cardiosource.com
catholic.org
ccspublishing.com
cdc.gov
census.gov
centerwatch.com
cgecaresystems.com
cgh.org
chausa.org
chestjournal.org
childbrth.org
circ.org
clemson.edu
clinicaltrials.gov
club-foot.com
cma.ca
cmeimfo.com
cmeweb.com
cnn.com
cny.com
cnybusinessjournal.com
columbia.edu
complianceinfo.com
crouse.org
diabetes.org
dyingwell.org
eatright.org
ehelp.com
eicd.com
emedicine.com
empiremedicare.com
endocrinology.org
endojournals.org
enw.org
esf.edu
expedia.com
familydoctor.org
fastcompany.com
fda.gov
fedstats.gov
galegroup.com
gasnet.org
geri.com
ghi.com
gpo.gov
growthhouse.org
guideline.gov
hanys.org
harrisonsonline.com
harvard.edu
hazard.com
hcca-info.org
health.gov
healthalliancecny.org
healthanswers.com
healthcare-infomatics.com
healthcareprovider.com
healtheon.com
healthfinder.gov
healthlawyers.org
healthleaders.com
heartinfo.org
heartpoint.com
helpcommunity.com
hhs.gov
himinfo.com
himss.org
hipaacomply.com
hospicecny.org
hospitalprofiles.org
hosppract.com
hrsa.gov
iatro.com
icd-9-cm.org
imj.ie
immunize.org
infopoems.com
ingenta.com
insure.com
iroquois.org
ismp.org
jcaho.org
jcn18.com
jetblue.com
jneurosci.org
jphysiol.org
jr2.ox.ac.uk
kraftfoods.com
laboratoryalliance.com
lacny.com
lalecheleague.org
lamaze-childbirth.com
lastacts.org
laurushealth.com
lifelonglearning.com
loc.gov
luc.edu
lungusa.org
mapnp.org
mapquest.com
mayoclinic.com
mcw.edu
mdchoice.com
medicalconsumers.org
medicare.gov
medicinenet.com
medline.com
medlineplus.gov
merck.com
mha-oc.org
mhnet.org
micromedex.com
microsoft.com
mja.com.au
mrcppart1.co.uk
mvphealthplan.com
mytricare.com
nabco.org
nap.edu
ncqa.org
ndei.org
netscape.com
newyorktimes.com
nih.gov
nmchc.org
novationco.com
npsf.org
nurse-beat.com
nurseweek.com
nursingcenter.com
nursingworld.org
nysed.gov
nysna.org
nyus
oclc.org
oncolink.org
ongov.net
orthogate.org
osha.gov
ovid.com
pdr.net
physsportsmed.com
pnas.org
postgradmed.com
pprsr.org
pricewatch.com
pwchealth.com
qiproject.org
redcross.org
reutershealth.com
rmf.org
rtmagazine.com
rway.com
safetyinfo.com
sbaa.org
sin-italia.org
sinuscarecenter.com
skdesigns.com
sma.org
smartmoms.org
snfinfo.com
soap.org
som.finders.edu.au
springnet.com
st-camillus.org
statref.com
sun.com
sybercuse.com
syr.edu
syracuse.com
syracusechamber.com
syracuseindicators.com
syrahoo.com
sysco.com
thearc.org
timi.org
tmc.edu
topten.org
trip.com
twcny.rr.com
ualberta.ca
ucc.ie
ucdavis.edu
uchicago.edu
ucsf.edu
uiuc.edu
uky.edu
umassmed.edu
uncweb.carl.org
update-software.com
upenn.edu
upstate.edu
usp.org
uwcm.ac.uk
vanderbilt.edu
vh.org
vha.com
vhaonline.com
vnh.org
w3.org
washington.edu
woundcarenet.com
wsj.com
wwilkins.com
*HA-Business

3com.com
abim.org
accreditinfo.com
accuchecker.com
agilent.com
ahcpub.com
ancestry.com
archiwa.gov.pl
arnet.gov
bestsoftware.com
bluesky.com
buysuite.com
cahwnet.gov
cbord.com
childbirthgraphics.com
chpsconsulting.com
citizen.com
civitas.org
civitasinitiative.com
credentialinfo.com
crystaldecisions.com
ct-clic.com
ctigroup.com
dhhs.gov
docboard.org
doh.state.fl.us
e-ross.com
eatright.org
eclipsnet.com
eclipsys.com
energyresearchservice.com
epa.gov
epa.org
ethicsandcompliance.com
gao.gov
hc-sc.gc.ca
hcfa.gov
healthaffairs.org
healthcare-automation.com
healthsafetyinfo.com
helpcommunity.com
hhs.gov
hiconline.com
hipaadvisory.com
hippasummit.com
humgroup.com
ibm.com
imagicon.com
insightmed.com
intralearn.com
investigative.on.ca
iroquois.org
jnjgateway.com
keybank.com
lamaze.com
marketplace-at-novation.com
massmedboard.org
mcw.edu
medicare.gov
medicaretraining.com
medlaw.com
medscape.com
meterread.net
microsoft.com
myflorida.com
netmind.com
nipc.gov
novationco.com
npdb-hipdb.com
nysdmv.com
pac-info.com
pampers.com
patientsafety.gov
pomco.cc
psc.gov
psrc-of-america.org
qiproject.org
seagate.com
seagatesoftware.com
snapfish.com
snfinfo.com
sos.state.ga.us
stapleslink.com
state.ct.us
state.fl.us
state.il.us
state.ny.us
state.pa.us
state.ut.us
syracuse.com
syracusebusiness.com
univerahealthcare.org
va.gov
vhahealthfoundation.org
vhaonline.com
vhasecure.net
wa.gov
webex.com
wpc-edi.com
xerox.com
zoomerang.com
*HA-PowerScribe

powerscribe.com
www.fonix.com
www.lhsl.com

*HA-Pharmacist

aacp.org
aapainmanage.org/

acc.org

accp.com
acls.net/
acponline.org
acsh.org/

ahcpub.com
ama-assn.org
americanheart.org
aoa.dhhs.gov
asco.org
ashp.org/

aspe.os.dhhs.gov

biospace.com
bmj.com
bpsweb.org/
cdc.gov
cecity.com

ceprofessor.uky.edu/CPE/
chestnet.org
chpsconsulting.com
coreynahman.com/

dal.ca

dhhs.gov
diabetesincontrol.com/

drkoop.com
drugfacts.com
druginfonet.com

epa.gov
e-ross.com
eurekalert.org/links.php
fda.gov
fdcreports.com/pinkout.shtml

firstdatabank.com
foodallergy.org/

Freece.com/

georgetowncert.org

guideline.gov
hcfa.gov
Health.harvard.edu/

healthaffairs.org
healthcare-informatics.com/
healthfinder.gov/

healthsafetyinfo.com
heartinfo.com
heartweb.org/heartweb/sites.htm
helico.com
herbmed.org
hhs.gov

himss.org/
hippaadvisory.com
Hopkins-abxguide.org/

Hopkins-biodefense.org/

humgroup.com
idsociety.org/
immunizationinfo.org
inetce.org/index.html

ismp.org

jcaho.org
jr2.ox.ac.uk

latex-allergy.org/

latexallergylinks.tripod.com/

latexallergyresources.org/

marketplace-at-novation.com
mcmahonmed.com

medconnect.com/
medicine.ucsf.edu

medlaw.com
medscape.com
mja.com/au
nara.gov/fedreg/

ncahf.org/

ncsl.org
nih.gov

npdb-hipdb.com
nyschp.org/

oncolink.upenn.edu
osha.gov

pac-info.com
pain.com/

paincare.org/

paincentral.com/

pediatrics.org
pharmacy.pitt.edu
pharmacychoice.com

pharmacypracticenews.com

pharmacytimes.com
pharmhs.com/

powerpak.com 
psc.gov
rxinsider.com

rxlist.com/

sccm.org
slackinc.com
sph.emory.edu/ICARE/

state.ny.us
support.autros.com
theheart.org/index.cfm

thelancet.com
thoracic.org/

tnp.com/

usamriid.army.mil/education/bluebook.html

uspharmacist.com
va.gov
vh.org

vha.com
washington.edu

webopedia.com/
www3.interscience.wiley.com

*HA-IS

akamai.com

akamai.net

autros.com

blackberry.net

cyberguys.com

dell.com

eclipsnet.com

eclipsys.com

gateway.com

goamerica.com

hellodirect.com

hp.com

ibm.com

microsoft.com

rim.com

shi.com

smed.com

symantec.com

symantecliveupdate.com

toshiba.com
*HA-Curative
curative.com

*HA-SEIU

hotmail.com

msn.com

passport.com

seiu.org

*HA-Credentialing
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