Internet Access Policy:

To protect our network from viruses, as well as various other forms of outside attacks and to prevent the abuse of Internet access through the Health Alliance network, we have implemented the use of Microsoft ISA Server and SurfControl.

Access to the Internet through Health Alliance is to be limited to completing Health Alliance business and the direct fulfillment of job requirements.  This is accomplished by associating individuals (Computer User Ids / Active Directory Logons) to one or more groups and those groups to a Destination Set.  See Figure 1.  The result is access to Internet sites based on employee job requirements.

Figure 1
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Each Destination Set (group of Internet sites) can be maintained by a department Director or designated person; with the department head remaining responsible for Destination Set contents. An example is the Credentialing Destination Set, where sites required for credentialing are authorized by the Medical Director (or a designated person).

Maintenance of the Destination Set is accomplished by the department director and or the designated person submitting a Service Request with Request Type Level 1 “Internet Access”, and Request Type Level 2 based on the department.  The Destination set will be maintained without additional review or approval.  
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