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Access to the Internet through Health Alliance (HA) member equipment is limited to completing business and the direct fulfillment of job requirements for that HA member.

Internet traffic control issues:

· Individual employee access.

· Control and maintenance of the HNet website with included links to Internet addresses; this is discussed in technical manuals available to IS staff.
Individual Employee Access

There are three parts to employee Internet access control:

· Applicable “Category” for any given URL (website address).
“Category,” as used in this document, includes the use of SurfControl defined categories and ISA Server Destination Sets (that can either have their own specified URLs and or include SurfControl categories).

· Internet User Group assignment from the user’s Active Directory (Network) logon.

· Creating the ISR.

Categories Assigned to URLs

Information Systems uses Internet filtering software that assigns a category to known URLs to predefined categories (e.g. gambling.com is categorized as “Gambling,” porn.com is classified as “Adult / Sexually Explicit,” monster.com is classified as “Job Search / Career Development” and altavista.com is categorized as “Search Engines”). In addition to SurfControl categories, Information Systems has developed several of its own categories and “Clinical” is the category given to URLs that all employees can access. ISA Server and SurfControl filter by these category assignments. Access is granted to Health Alliance member employees based on these categories, in addition to Active Directory logon User-Group assignment.
Internet Active Directory User Group Assignments

There are different assignments of access available across the Health Alliance. All legitimate Health Alliance member logons come with access to the Health Alliance Intranet as displayed on the Health Alliance website (http://hnet). This includes access to all linked URLs from throughout the HNet website. Note: There are additional URLs that can be accessed by all users but are not directly linked from the Health Alliance website. The Crouse Library staff determines which URLs will be available to ALL USERS. 

Extended access assignments, via Active Directory logon, are distributed based on particular employee job requirements(s). For example, URLs (websites) categorized as Job Search or Recruiting are accessible to employees responsible for direct HR hire decisions, and employees in non-medical or non-clinical positions needing Internet access to do business for Health Alliance members are granted access to URLs categorized as “Business.” Full Internet access is available only through VP approval.

For individual departments, SR Entry has been changed to allow ISRs to be entered by authorized users and the URLs requested in those ISRs are added directly by IS staff to that department’s specified Destination Set. Examples of this setup are “departments” Wound Care Center (Curative) and Risk Management. These departments are linked directly to Destination Sets *HA-Curative and *HA-RiskMgmt and authorized SR Entry users Bob Groman and Beth Bennett, respectively. IS does not intervene in the appropriateness or decision-making process on whether URLs requested through this process become part of the Destination Sets. The ISR Entry Request Type Level 1 for these entries is “Internet Access.” The Request Type Level 2 is the department identifier.  

Entering an ISR to Gain Access to a Website or Sites. 

For the general HA member population:

Using the Service Request > Entry /Resume menu option from the HNet website, choose Request Type Level 1 “Web,” followed by Request Type Level 2 “Internet Access.”
For department specific URLs:

Using the Service Request > Entry /Resume menu option from the HNet website choose Request Type Level 1 “Internet Access,” followed by Request Type Level 2 “Your department.” Remember, only an authorized entry person can request URLs for a specific department. 

