 Auditing PCs

Revised: December 28, 2001

Author: James M. Newton

The PC needs to be audited if the last visit/audit date from the ISR History Log in the pc folder is greater than 6 months old or the PC was spotted, visibly, as not being up to current standards.

Take the following Items with you:

• The PC folder for the machine you will be working on

• If the PC folder is missing create a new folder and Label it.

• PC Configuration Sheet

• User notification of PC audit, to be left with PC / user upon completion

• Label with PC ID

• Installer Password

On PC Configuration Sheet, record:

1. Last user Inventory tags (i.e. Bio-Med, AIT Asset, Capital Tags)

Note: For the following, (Re)boot PC, use Pause/Break to stop POST information.

2. Processor and clock speed

3. Monitor Size

4. RAM

5. Disk

6. Hit ENTER to continue

7. Log on to PC

a. Username: Installer

b. Password:

c. Domain: snet.healthalXXXXXecny.org

Note:

If prompted to retain user settings answer Yes.

In Win 9X, If prompted for a “Windows” password blank this password out, Hit ENTER.

8. From the Desktop:

9. Double Click My Computer.

10. Right Click C Drive, Choose Properties.

11. Record free Disk space.  If less than 40 MB, check this item on the Notification of PC Audit.

12. Record if Access has been installed.

13. Record EXTRA!/version and/or TN3270.

14. Record Office version.

15. Record other installed software titles and versions.

16. Validate Network Settings are applicable for this PC.

a. If Fixed record IP address

b. If DHCP, make sure current DHCP settings are applied.

c. See SNET TCP/IP-DHCP Network Settings document in ISPC Manual.

d. Check PC for HA Standard Applications and OS and record information on PC Config Sheet.

17. Record MS Office version:

a. Open Word

b. Click Help

c. Click About Microsoft Word

18. Record Internet Explorer version/service pack.

a. Open Internet Explorer

b. Click Help

c. Click About Internet Explorer

19. Record Operating System and Service Pack version.

20. Verify Adobe Acrobat is installed to latest version..

21. Set display and screen saver options to Standard.

22. Set power saving feature for the monitor on.

23. Log Off and Log back on as user (If User password is not available – Contact IS and have password set to user logon-all lower case).

24. Confirm HNET in IE as the default Home Page and IE properties are set to current connection settings.

25. Confirm Desktop Standard appearance

a. Right-click on the Desktop:

b. Properties

c. Appearance Tab

d. Scheme drop-down menu:

i. Windows Standard

e. Settings Tab

i. Color Palette 256 color or better

ii. Note:  If 256 colors or better can not be set an ISR Is to be entered for this PC to be updated

iii. Desktop area 800 X 600 or Better

iv. Note : If 800X600 or better cannot be set an ISR is to be entered for this PC to be updated

f. Screen saver

i. Flying windows (for Win 98)

1. 5 windows

2. Slowest speed possible

3. After 15 minutes

ii. Starfield Simulation (for Win2K)

1. Click Settings

2. Slowest speed possible

3. Starfield Density - Choose 10

g. Remove duplicate ICONS from the desktop.

h. Empty Recycle Bin.

26. Remove Games 

a. Sign on as Installer/Administrator.

b. Remove game icons, shortcuts and executables.

27. Verify Outlook Internet mail set to Rich Text (not html).

a. In Outlook Click on Tools, Options

b. Click on Mail Format tab

c. Click Internet Format button

d. Select “Send Using Outlook Rich Text Format”

e. Click OK until options are saved

28. Log off PC

29. Ensure all audit information is recorded on PC Configuration Sheet.

30. Apply PC ID label - Center on bottom, front of monitor – if needed.

31. Leave completed Notification of PC Audit for the user (If password is reset make sure it is marked as such).

32. If this was an IS generated audit, create an ISR for work to be completed on this PC as a result of the Audit.

33. If this audit originated with an ISR, edit the detail of the ISR to incorporate work that will be done as a result of the audit.

34. Turn in PC Folder containing PC Configuration Sheet and updated ISR History Log.
